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Executive Summary
The privacy and security laws of the Middle East 
and North Africa (MENA) region have developed 
significantly over the past two decades, as governments 
increasingly recognise the importance of adequate data 
protection in attracting trade and investment.

Concerns remain, in some jurisdictions, over 
government transparency and access to 
communications data. However, the trend in the 
MENA region is towards tighter regulation, greater 
individual control over personal data, and more 
robust cybersecurity standards.

Jurisdictions Covered In This Report

This report focuses on privacy, data protection, and 
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Each jurisdiction is selected either 
because it has a noteworthy or 
comprehensive privacy and security 
legal framework — or because it lacks a 
comprehensive privacy and security legal 
framework, which is noteworthy in itself.
The Influence of EU Data Protection Law

An important recurring theme among 
almost all developing data protection 
frameworks is an aspiration to earn a 
data protection “adequacy” decision from 
the European Commission. 

An adequacy decision enables businesses 
in non-European Union (EU) countries 
to freely receive personal data from 
EU businesses, significantly reducing 
bureaucracy and trade friction.

As of May 2021, no MENA region country 
has achieved data adequacy. However, the 
adequacy process has nonetheless shaped 
the data protection regimes of
nearly every country covered in this report.

As a result, many of the data protection laws 
of MENA countries mirror the EU’s General 
Data Protection Regulation (GDPR), which 
passed in 2016, or the older Data Protection 
Directive, which passed in 1995.

Many European-inspired concepts, 
such as “controllers” and “processors,” 
together with a characteristically 
broad definition of “personal data,” are 
inherent to most of the MENA region 
laws covered by this report.

Nonetheless, there are significant 
differences between the EU and the 
MENA region, and the law of each 
jurisdiction has its own unique character 
and specific requirements.

Additional Resources

As all privacy, security, and data 
protection professionals understand, 
attention to detail is crucial in this fast-
developing area of regulation.

This report offers only an overview of 
the relevant law in each jurisdiction. 
However, the report also provides 
sources at the end of each section — to 
help you learn more about the exciting 
privacy and security developments in 
the MENA region.
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United Arab 
Emirates: 
Dubai International Financial Centre

Privacy and security in the Dubai International 
Financial Centre (DIFC) are mainly governed by:

• Data Protection Law (DPL) (Law No. 5 of 2020), 
enacted on 21 May 2020 and in force since 1 
July, 2020, and

• Data Protection Regulations (DPRs), in force 
since 1 July, 2020

The DPL contains the main DIFC’s rules, principles, 
and definitions, whereas the DPRs provide rules 
on interpreting and applying the DPL.

The laws aim to bring the data protection 
standards of the DIFC in line with the GDPR. The 
DIFC’s data protection framework is very similar 
to that of the ADGM (see above).



Definitions
The DPL defines “personal data” as “any 
information referring to an identified or 
identifiable natural person.”

The DPL defines “special categories of personal 
data” as information about a person’s:

• Racial or ethnic origin
• Communal origin
• Political affiliations or opinions
• Religious or philosophical beliefs
• Criminal record
• Trade-union membership 
• Health
• Sex life
• Genetic data and biometric data, where used 

to uniquely identify a natural person.

Rights and Principles

The DPL contains a set of principles that largely 
correspond with the principles of data processing 
set out at Art. 5 GDPR. Personal data must be:

• Processed under a valid lawful basis;
• Processed lawfully, fairly, and transparently;
• Processed for specified, explicit, and 

legitimate purposes;
• Not processed for incompatible further 

purposes;
• Processed in accordance with data subject rights;
• Accurate and up-to-date;
• Stored for no longer than necessary;
• Kept secure.

The law also contains six lawful bases for processing:

• Consent
• Contract
• Legal obligation
• Vital interests
• Necessary for:
• A task carried out by a DIFC Body in the 

interests of the DIFC;
• Exercise of a DIFC Body’s powers and 

functions; or 
• The exercise of powers or functions vested by 

a DIFC Body in a third-party
• Legitimate interests

Data subjects have the following rights under the DPL:

• The right to withdraw consent
• Rights to access, rectification, and erasure of 

personal data

• The right to object
• The right to the restriction of processing
• The right to notification
• The right to data portability
• Rights related to automated decision-making
• The right to non-discrimination

Information Security

The DPL requires that personal data be “kept 
secure, including being protected against 
unauthorised or unlawful processing (including 
transfers), and against accidental loss, destruction 
or damage, using appropriate technical or 
organisational measures.”

Application
The DPL applies to “data controllers” and “data 
processors,” and protects “data subjects.”

The law applies to any controller or processor that:

• Is incorporated in the DIFC
• Processes personal data in the DIFC as part of 

“stable arrangements” in the DIFC on a non-
occasional basis

As such, the DPL does not apply extraterritorially. 

Enforcement
The law is enforced by the Commissioner, who 
is appointed by the President of the DIFC in 
consultation with the DIFCA (DIFC Authority) 
Board of Directors.

Schedule 2 of the DPL contains a table setting out 
the fines applicable for violating each article of the 
law. These fines range from 25,000-100,000 USD.

Sources
Campbell, S., Data Protected - Dubai International 
Finance Centre

Data Protection Law DIFC Law No. 5 of 2020

Data Protection Regulations 
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https://www.linklaters.com/en/insights/data-protected/data-protected---difc
https://www.linklaters.com/en/insights/data-protected/data-protected---difc
https://www.difc.ae/application/files/6115/9358/6486/Data_Protection_Law_DIFC_Law_No.5_of_2020.pdf
https://dg23rp0isu1uj.cloudfront.net/application/files/9315/9358/7756/Data_Protection_Regulations_2020.pdf


Bahrain
The following laws govern privacy and security 
in Bahrain:

• Personal Data Protection Law (PDPL) (Law No. 
30 of 2018)

• Law on Information Technology Crimes (Law 
No. 60 of 2014)

• Law on Electronic Transactions (Law No. 28 of 
2002)



This report will focus on the 
PDPL, Bahrain’s first codified data 
protection law, which came into 
force on August 1, 2019. The law 
bears many similarities to the GDPR.

Definitions

The PDPL includes a broad definition of “personal 
data,” similar to that contained in the GDPR, 
encompassing any information relating directly or 
indirectly to an identifiable individual.

The law defines “sensitive personal data” as 
information about a person’s: 

• Race 
• Ethnicity 
• Political or philosophical views 
• Religious beliefs 
• Union affiliation 
• Criminal record 
• Health 
• Sex life

Rights and Principles

The PDPL contains a set of principles of data 
processing that essentially correspond with the 
principles of data processing set out at Art. 5 
GDPR. Under the PDPL, personal data must be:

• Processed in a legitimate and fair manner;
• Processed for legitimate, specific, and 

clear purposes;
• Sufficient, relevant, and not excessive;
• Correct, accurate, and up-to-date;
• Stored for no longer than necessary;
• Kept secure and confidential.

The law also grants “data owners” rights over their 
personal data. These rights largely correspond 
with the data subject rights set out at Chapter 3 
of the GDPR, and include:

• The right to information 
• The right of access
• The right of rectification
• The right of erasure
• The right to object
• Rights related to automated processing

Information Security

The PDPL requires “data managers” (controllers) 
and processors to implement measures to ensure 

the security and confidentiality of personal data, 
including protection against unauthorised access, 
loss, destruction, or disclosure.

Organizations may consider current technological 
standards and common industry practices when 
implementing information security measures.

Application

The PDPL applies to any natural or 
legal person: 

• Residing or with a place of business in 
Bahrain; or

• Processing personal data using means 
available in Bahrain, unless the personal data 
is solely passing through Bahrain.

The PDPL applies to “data managers” (controllers) 
and “data processors,” and it protects “data 
owners” (data subjects).

Enforcement

The PDPL will be enforced by the Personal Data 
Protection Authority (PDPA). As of April 2021, the 
PDPA has yet to be established.

Penalties for violating the PDPA include:

• One year in prison
• A fine between 1,000 BHD (approximately 

2,659 USD) and 20,000 BHD (approximately 
53,191 USD)

The PDPA will also be able to issue orders to stop 
the unlawful processing of personal data and 
order data managers to pay compensation to 
data owners.

Sources

Council of Europe, Bahrain: Cybercrime policies/strategies

Fawcett, A., How Does Bahrain’s New Personal Data 
Protection Law Impact Patient Privacy?
  
O’Connell, N., Catching the wave: New Data Protection 
Law in Bahrain 

White, M., Sykes, O., Chudzynski, R., Bahrain Personal 
Data Protection Law
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 https://www.coe.int/en/web/octopus/country-wiki-ap/-/asset_publisher/CmDb7M4RGb4Z/content/bahrain/pop_up?_101_INSTANCE_CmDb7M4RGb4Z_viewMode=print&_101_INSTANCE_CmDb7M4RGb4Z_languageId=en_GB
https://www.lexology.com/library/detail.aspx?g=5a4572ca-da89-4190-9ccd-f5a7f130f2f0
https://www.lexology.com/library/detail.aspx?g=5a4572ca-da89-4190-9ccd-f5a7f130f2f0
https://www.tamimi.com/law-update-articles/catching-the-wave-new-data-protection-law-in-bahrain/
https://www.tamimi.com/law-update-articles/catching-the-wave-new-data-protection-law-in-bahrain/
https://www.pwc.com/m1/en/services/tax/legal-services/data-privacy/bahrain-personal-data-protection-law.html
https://www.pwc.com/m1/en/services/tax/legal-services/data-privacy/bahrain-personal-data-protection-law.html


Egypt
The main laws governing privacy and security in 
Egypt are:

• Data Protection Law (DPL) (Resolution No. 151 
of 2020)

• Anti Cyber and IT Crimes Law (Cybercrime 
Law) (Law No. 175 of 2018)



Definitions

The DPL defines “personal data” as:

“...any data relating to an identified natural 
person, or one who can be identified directly or 
indirectly by way of linking such personal data 
and other data such as name, voice, picture, 
identification number, online identifier, or 
any data which determines the psychological, 
medical, economic, cultural or social identity of a 
natural person.”

The DPL includes the following categories of 
“sensitive personal data”:

• Psychological, mental, or physical health data
• Genetic data
• Biometric data 
• Financial data
• Data about religious or political beliefs
• Criminal record data
• Any data relating to children

Rights and Principles

The DPL contains four principles which cover much 
the same ground as the GDPR’s principles of data 
processing. Under the DPL, personal data must be: 

• Collected for legitimate, specific, and 
transparent purposes;

• Correct, valid, and secure;
• Processed for a legitimate and specified 

purpose;
• Retained for no longer than necessary in 

connection with a specified purpose.

The DPL’s data subject rights essentially 
correspond with those contained in the GDPR, 
and include:

• The right of access
• The right to withdraw consent
• The right to correct, edit, delete, add or update
• The right to restrict processing
• The right to object

Controllers, processors, and “holders” (see below) 
must process access requests within six working 
days and provide a written justification for any 
refusal of access.

Information Security

The DPL requires controllers and processors to 
adopt internal data security procedures. “Data 
security” means protecting the “privacy, secrecy, 
safety, unity, and completeness” of personal data.

The Anti Cybercrime Law requires internet service 
providers (ISPs) to retain certain communications 
data for 180 days after transmission. The law 
requires ISPs to implement security measures to 
safeguard the confidentiality of data throughout 
this period.

Application

The DPL applies to “data controllers” and “data 
processors,” and protects “data subjects.” The 
law also contains the concept of a “holder”: “any 
natural or juristic person, legally or factually, holds 
and retains personal data in any manner...”

The DPL applies to:

• Egyptian citizens residing inside or outside 
of Egypt;

• Non-Egyptian citizens residing in Egypt;
• Non-Egyptian citizens residing outside of 

Egypt, so long as:

 » A violation of the DPL act is punishable in 
the country where it occurred, and 

 » The relevant data subject is an Egyptian 
citizen or a non-Egyptian residing in Egypt

Enforcement

The DPL is enforced by the Personal Data 
Protection Centre (PDPC).

The PDPC may issue a series of fines ranging 
from 50,000 EGP (approximately 3,190 USD) to 1 
million (approximately 319,000 USD), depending 
on the violation.

The Cybercrime Law is enforced by the National 
Telecommunication Regulatory Authority (NTRA).

The NTRA can pursue penalties including a prison 
sentence of no less than two years or a fine of 
up to 20 million EGP (approximately 1.276 million 
USD), depending on the violation.

Sources

Anti-Cyber and Information Technology Crimes Law 
(Law No. 175 of 2018) 

Egyptian Supreme Cybersecurity Council, National 
Cybersecurity Strategy 2017-2021

Matouk, Bassiouny & Hennawy, Law No. 151 of 2020 
Promulgating the Personal Data Protection Law
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https://cybercrime-fr.org/wp-content/uploads/2020/04/Egyptian-cybercrime-law-.pdf 
https://cybercrime-fr.org/wp-content/uploads/2020/04/Egyptian-cybercrime-law-.pdf 
https://www.mcit.gov.eg/Upcont/Documents/Publications_12122018000_EN_National_Cybersecurity_Strategy_2017_2021.pdf
https://www.mcit.gov.eg/Upcont/Documents/Publications_12122018000_EN_National_Cybersecurity_Strategy_2017_2021.pdf
https://www.acc.com/sites/default/files/program-materials/upload/Data%20Protection%20Law%20-%20Egypt%20-%20EN%20-%20MBH.PDF
https://www.acc.com/sites/default/files/program-materials/upload/Data%20Protection%20Law%20-%20Egypt%20-%20EN%20-%20MBH.PDF


Jordan
The main privacy and security laws in Jordan are:

• Draft Data Protection Bill (first submitted in 
2014 but not yet passed)

• Article 18 of the Constitution of Jordan

• Cybersecurity Law 2019



Jordan does not currently have a 
comprehensive data protection law. 
A draft bill, based on the GDPR, is 
in development, but it is unclear 
when this will become law.

Definitions

The most recent version of the draft Data Protection 
Bill, presented in January 2020, defines “sensitive 
personal data” as information about a person’s:

• Ethnicity
• Political beliefs
• Religious beliefs
• Health
• Mental or physical condition
• Political party affiliations
• Criminal record

The Personal Data Protection Council, once 
established, will be able to add new categories of 
sensitive personal data.

Rights and Principles

The right to privacy is codified in Article 18 of the 
Constitution of Jordan:

“All postal and telegraphic correspondence, 
telephonic communications, and the other 
communications means shall be regarded as 
secret and shall not be subject to censorship, 
viewing, suspension or confiscation except by a 
judicial order in accordance with the provisions of 
the law.”

The latest draft of the Data Protection Bill provides 
individuals with rights to access and delete their 
personal data under certain circumstances.

Information Security

The draft Data Protection Bill requires 
organisations to obtain consent from the 
data subject before transferring personal data 
outside of Jordan. The bill also contains a broad 
requirement to secure personal data against 
unauthorised disclosure.

The Cybersecurity Law 2019 requires critical 
infrastructure to be safeguarded against misuse 
or failure.

Application
The Cybersecurity Law 2019 applies to any 
person responsible for maintaining critical 
infrastructure—assets that are necessary to 

guarantee the continuous and safe operation of 
the state, economy, or society.

Enforcement
The Data Protection Bill will be enforced by the 
Personal Data Protection Council.

The Cybersecurity Law 2019 is enforced by the 
National Cybersecurity Council and National 
Center for Cybersecurity. 

Violations of the Cyber Security Law can attract a 
fine of between 500 JOD (approximately 705 USD) 
and 100,000 JOD (approximately 141,000 USD).

Sources
Araz, S., Jordan adopts sweeping cybersecurity legislation 

Jordan Times, MPs pass 2019 cyber security law

Privacy International, The Right to Privacy in the 
Hashemite Kingdom of Jordan

Shaheen, Z., Jordan: The Protection of Personal Data

The Constitution of Jordan
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https://www.mei.edu/publications/jordan-adopts-sweeping-cybersecurity-legislation
https://jordantimes.com/news/local/mps-pass-2019-cyber-security-law
https://privacyinternational.org/sites/default/files/2018-05/UPR_The%20Right%20to%20Privacy_Jordan.pdf
https://privacyinternational.org/sites/default/files/2018-05/UPR_The%20Right%20to%20Privacy_Jordan.pdf
https://www.dataguidance.com/opinion/jordan-protection-personal-data
 http://cco.gov.jo/Portals/0/constitution_en.pdf


Lebanon
The main law concerning data protection in 
Lebanon is:

• The Electronic Transactions and Personal Data 
Law (ETPDL) (Law No. 81 of 2018).

The ETPDL covers a broad range of issues — from 
the validity of electronic signatures, to the issuing 
of bank cards, to the monitoring of network 
traffic by internet service providers (ISPs).



For the purposes of this report, 
the relevant parts of the ETPDL 
concern the processing and 
protection of personal data. In 
this respect, the ETPDL is not a 
comprehensive data protection 
law like the GDPR, but the two 
laws are similar in some areas.

Definitions

The ETPDL defines “personal data” as “any 
information that helps to directly or indirectly 
identify a natural person, by comparing the data or 
overlapping data collected from multiple sources.”

The law defines “processor” differently from most 
data protection laws: “the natural or legal person 
responsible for setting the processing objectives 
and methods.” This activity usually is more closely 
associated with controllers.

Rights and Principles

The ETPDL requires processors to provide certain 
information to data subjects at the point of 
collection, including the identity of the processor 
and any recipients of the data, the objectives of 
the processing, and the data subject’s rights.

The law also requires that processors only collect 
personal data for “legitimate, specific and explicit” 
purposes, and that they only retain it for a 
specified period.

The ETPDL provides data subjects with the right 
to access and correct their personal data, and the 
right to object to certain automated decision-
making processes.

Information Security

The ETPDL requires processors to take measures 
to ensure the “integrity and security of… data” and 
to protect it against “being distorted, damaged or 
accessed by unauthorized persons.”

Application
The ETDPL mainly applies to businesses resident 
in Lebanon.

For example, an IT service provider will be 
deemed to practice business in Lebanon if it 
has some permanent residence in Lebanon, 
regardless of its principal place of business 
or residence.

Enforcement
The ETPDL contains penalties that can be issued 
against both cybercrimes (e.g., unauthorised 
access to an IT system) and against failure to 
comply with the law’s data protection provisions 
(e.g., refusal to facilitate a request for access to 
personal data). 

Fines range in amount from 2 million 
(approximately 132,600 USD) LBP to 200 million 
LBP (approximately 13.3 million USD). Prison 
sentences are available for some violations 
ranging from three months to three years.

Sources
Law No. 81 Relating to Electronic Transactions and 
Personal Data

Privacy International, State of Privacy In Lebanon

Sanaar, E., The Lebanese E-transaction Law In Relation 
With Personal Data Protection

Telecommunications Regulatory Authority, 
Cybersecurity in Lebanon
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https://tahseen.ae/media/3197/e-transaction-law-lebanon-official.pdf
https://tahseen.ae/media/3197/e-transaction-law-lebanon-official.pdf
https://privacyinternational.org/state-privacy/1081/state-privacy-lebanon
https://medium.com/data-and-society/the-lebanese-e-transaction-law-in-relation-with-personal-data-protection-26e6112322f1
https://medium.com/data-and-society/the-lebanese-e-transaction-law-in-relation-with-personal-data-protection-26e6112322f1
 http://www.tra.gov.lb/Cybersecurity-in-Lebanon
 http://www.tra.gov.lb/Cybersecurity-in-Lebanon


Morocco
Data protection in Morocco is governed by:

• The Morrocan Data Protection Law (DPL) (Law 
No. 09 of 2008), in effect since 2009.

Since 2011, Article 24 of the Moroccan Constitution 
has also recognized the right to privacy.



To bring Morrocan standards 
closer in line with the GDPR, the 
National Control Commission for 
the Protection of Personal Data 
(CNDP) has issued various decisions 
regarding data protection impact 
assessments, biometric data, and 
other matters.

Definitions

The DPL defines “personal data” as “any 
information of any kind, regardless of its medium, 
including sound and image, concerning an 
identified or identifiable natural person.”

“Sensitive personal data” includes information 
about a person’s:

• Racial or ethnic origin
• Political opinions
• Religious or philosophical beliefs
• Trade union membership
• Health
• Genetic data

Rights and Principles

The DPL requires that personal data is processed 
in accordance with the following principles:

• Fairness and lawfulness
• Purpose specification
• Data minimisation
• Accuracy
• Storage limitation

The PDL requires controllers to obtain consent 
before processing a data subject’s personal data. 
The PDL provides a set of alternative lawful bases 
for processing where consent cannot be obtained:

• To comply with a legal obligation
• To fulfil contractual obligations;
• Where necessary to protect someone’s vital 

interests if it is not possible to obtain consent;
• To fulfill a task in the public interest;
• Where necessary for the legitimate interests of 

the controller, provided these interests do not 
outweigh the rights of the data subject.

The law provides data subjects with the following:

• The right to information;
• The right of access;
• The right to rectification;
• The right to object.

Information Security

The PDL requires controllers to “technical 
measures and appropriate organizational 
structures” to protect personal data against 
“accidental or unlawful destruction, accidental loss, 
alteration, unauthorised distribution or access.”

Health-related data require a special level of security, 
including the prevention of unauthorized entry to 
facilities and the imposition of access controls.

Controllers are also responsible for ensuring 
that processors maintain an appropriate level of 
information security.

Application
The DPL applies to “controllers” and “processors” 
and protects “data subjects.” These terms are 
defined in a similar way as under the GDPR.

The DPL takes extraterritorial effect if a controller 
outside of Morocco processes personal data via 
means located in Morocco unless the personal 
data is merely in transit through Morocco.

Enforcement
The DPL is enforced by the  National Control 
Commission for the Protection of Personal Data 
(CNDP).

Fines available under the DPL range from 10,000 
MAD (1,120 USD) to 300,000 MAD (33600 USD).

Sources
Bulletin Officiel No. 5714 — 7 rabii I 1430 (5-3-2009) 
(French)

Délibération No. D-188-2020 en date du 14/12/2020 
régissant l’Analyse d’impact relative à
la protection des données (AIPD) 
(French)

Délibération No. D-107-EUS/2020 du 23/04/2020 
régissant le télétravail dans le secteur de
la Relation Client en situation d’état d’urgence 
sanitaire- Covid-19

Fichet, C., Morocco - Data Protection Overview
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https://www.cndp.ma/images/lois/Loi-09-08-Fr.pdf 
https://www.cndp.ma/images/deliberations/CNDP_Deliberation_AIPD-D-188-2020-_2020-12-14.pdf 
https://www.cndp.ma/images/deliberations/CNDP_Deliberation_AIPD-D-188-2020-_2020-12-14.pdf 
https://www.cndp.ma/images/deliberations/CNDP_Deliberation_AIPD-D-188-2020-_2020-12-14.pdf 
 https://www.cndp.ma/images/deliberations/CNDP_Deliberation-n-D-107-2020_26-03-2020.pdf
 https://www.cndp.ma/images/deliberations/CNDP_Deliberation-n-D-107-2020_26-03-2020.pdf
 https://www.cndp.ma/images/deliberations/CNDP_Deliberation-n-D-107-2020_26-03-2020.pdf
 https://www.cndp.ma/images/deliberations/CNDP_Deliberation-n-D-107-2020_26-03-2020.pdf
https://www.dataguidance.com/notes/morocco-data-protection-overview


Qatar
The main privacy and security laws in Qatar include:

• Protecting Personal Data Privacy Law (PPDP) 
(Law No. 13 of 2016)

• Cybercrime Prevention Law (Law No. 14 of 2014)

The PPDP covers data protection, and some of the 
issues dealt with by the EU’s ePrivacy Act, such as 
direct marketing and the operating of websites.

The Cybercrime Prevention Law primarily concerns 
the criminalisation of malicious computer-related 
activities, and also imposes some data security 
obligations on service providers.



Definitions

The PPDL defines “personal data” as “data of an 
individual whose identity is defined or can
be reasonably defined whether through such 
personal data or through the combination of such 
data with any other data.”

The PPDL distinguishes certain types of “personal 
data with special nature,” which includes 
information relating to:

• Ethnic origin
• Children
• Health
• Physical or psychological condition
• Religious creeds
• Marital relations
• Criminal offenses

The Minister of Transport and Communication 
may add additional types of “special nature” 
personal data.

Rights and Principles

Under the PPDL, individuals have the following:

• The right to access personal data
• The right to withdraw consent 
• The right to object to the processing personal 

data under certain circumstances
• The right to request deletion of personal data 

under certain circumstances 
• The right to request correction of personal 

data upon production of proof of the accuracy 
of the request

The PPDL requires controllers to process personal 
data “honestly and legitimately” and to provide 
individuals with transparent information about 
their processing of personal data.

The PPDL requires the controller to obtain the 
individual’s consent for processing personal data, 
except where the controller is;

• Executing a task in the public interest
• Complying with a legal obligation
• Protecting an individual’s vital interests
• Undertaking scientific research in the 

public interest
• Undertaking criminal investigations

Information Security
The PPDP requires controllers to take “appropriate 
administrative, technical and financial precautions” 
to protect personal data, and to ensure that any 
processors they engage do the same.

Controllers must also “review privacy protection 
measures before proceeding with new 
processing operations.”

The Cybercrime Prevention law requires 
any covered organization to take “necessary 
preventive measures to protect its information 
systems, websites, information networks and 
electronic data and information.”

Application
The PPDP applies to “controllers” and “processors,” 
and protects “individuals” (data subjects).

The Cybercrime Prevention Law applies to a range 
of public bodies and to “service providers,” defined 
as “any natural or legal person enabling users to 
communicate through information technology or 
processing any storing of information.”

The laws do not specify any extraterritorial 
application outside of Qatar, but are likely to apply 
to any business operating within Qatar’s borders.

Enforcement
The PPDP is enforced by Qatar’s Ministry of 
Transport and Communications. Penalties under 
the law range from 1 million QAR (approximately 
274,700 USD) to 5 million QAR (approximately 1.3 
million USD).

Fines under the Cybercrime Prevention Law range 
from 100,000 QAR (27,400 USD) to 500,000 QAR 
(approximately 137,400 USD), Some violations carry 
prison sentences of between three and five years.

Sources
Data Protection Laws of the World: Qatar

Higham, E., Keane, L., Ooijevaar, M., Wilkinson, D., New 
regulatory guidelines on the Qatar Personal Data 
Protection Law

Law No.13 of 2016 Personal Data Privacy Protection 

Squire, Patton & Boggs, Law No. (14) of 2014 
Promulgating the Cybercrime Prevention Law
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https://www.dlapiperdataprotection.com/index.html?t=contacts-section&c=QA
https://www.lexology.com/library/detail.aspx?g=459eefaa-b2c2-454d-9d6e-c9a8ff3fd072
https://www.lexology.com/library/detail.aspx?g=459eefaa-b2c2-454d-9d6e-c9a8ff3fd072
https://www.lexology.com/library/detail.aspx?g=459eefaa-b2c2-454d-9d6e-c9a8ff3fd072
https://compliance.qcert.org/sites/default/files/library/2020-11/Law%20No.%20%2813%29%20of%202016%20%20on%20Protecting%20Personal%20Data%20Privacy%20-%20English.pdf
http://chato.cl/blog/files/QatarCybercrimeLaw_unofficial_translation.pdf
http://chato.cl/blog/files/QatarCybercrimeLaw_unofficial_translation.pdf


Saudi Arabia
Saudi Arabia does not have an overarching data 
protection or cybersecurity law. 

Data protection, privacy, and security rules are, 
to some extent, governed by interpretations of 
Sharia law. Other Saudi laws covering electronic 
communication and online activity include:

• Anti Cyber Crime Law 2007 (Royal Decree No. M/17)

• E-Commerce Law 2019

• Cloud Computing Reguatory Framework (CCRF)



Definitions
“Personal data” is not explicitly defined in Saudi law. 
However, the concept exists in certain contexts.

For example, the CCRF defines one type of 
“subscriber content” as “any data related to a 
natural person who is specifically identified... as a 
cloud computing user.”

Rights and Principles

Any rights and principles derived by the patchwork 
of laws listed above are specific to the context of 
each law.

For example, the E-Commerce Law 2019 requires 
online merchants to:

• Only retain personal data for the duration of 
the transaction (storage limitation)

• Not process the personal information for 
unauthorised further purposes (purpose 
limitation)

Individuals have limited rights over personal data. 
However, under the CCRF, cloud service providers 
must offer customers a way to “access, verify, 
correct, or delete” their subscriber data.

Information Security
While there is no overarching security law in 
Saudi Arabia, several laws contain rules and 
principles relating to cybersecurity.

For example, the E-Commerce Law requires 
merchants to protect the confidentiality of 
customers’ personal data throughout the period 
of a transaction.

The CCRF contains a set of rules about securing 
customer data which vary according to the 
sensitivity of the data in question. For example: 

• Certain types of government data may not be 
transferred outside of Saudi Arabia;

• Cloud service providers must report “cybersecurity 
incidents” and “information leakages”;

• Cloud service providers must adopt internal 
policies on business continuity and disaster 
recovery and risk management.

Application
Each of Saudi Arabia’s sectoral laws applies 
differently. For example:

• The E-Commerce Law 2019 applies to online 
merchants registered in Saudi Arabia and 
overseas merchants offering products and 
services in KSA;

• The CCRF applies to cloud computing service 
providers providing Software-as-a-Service 
(SaaS), Platform-as-a-Service (SaaS), or 
Infrastructure-as-a-Service (IaaS) platforms 
and associated services to the Saudi public.

Enforcement
The Communications and Information Technology 
Commission (CITC) regulates cybersecurity in 
Saudi Arabia.

The Anti Cyber Crime Law comes with criminal 
penalties that vary according to offence. The 
maximum prison term available under the law is 
ten years. The maximum fine available under the 
law is 5 million SAR (approximately 1.3 million USD).

Violating the E-Commerce Act can result in the 
temporary or permanent blocking of access to 
the merchant’s platform or a fine of up to 1 million 
SAR (approximately 267,000 USD).

The provisions of the CCRF are enforced under the 
Anti Cyber Crime Law.

Sources
Anti Cyber Crime Law

Cloud Computing Regulatory Framework

Wilkinson, D., Kressner, E., Gibson, B., Ooijevaar, M., 
Moylan, R., Saudi Arabia E-Commerce Law of 2019

White, M., Harris, D., Mennie, P., Chudzynski, R., Saudi 
Arabia: Data Privacy Landscape
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https://www.citc.gov.sa/en/RulesandSystems/CITCSystem/Documents/LA_004_%20E_%20Anti-Cyber%20Crime%20Law.pdf
https://www.citc.gov.sa/en/RulesandSystems/RegulatoryDocuments/Documents/CCRF_En.pdf
https://www.clydeco.com/clyde/media/fileslibrary/J470323_KSA_E-commerce_Law_Interactive_-_Update_0919_FV2.pdf
https://www.clydeco.com/clyde/media/fileslibrary/J470323_KSA_E-commerce_Law_Interactive_-_Update_0919_FV2.pdf
https://www.pwc.com/m1/en/services/tax/me-tax-legal-news/2019/saudi-arabia-data-privacy-landscape-ksa.html
https://www.pwc.com/m1/en/services/tax/me-tax-legal-news/2019/saudi-arabia-data-privacy-landscape-ksa.html


Turkey
Turkey’s main data protection law is:

• The Protection of Personal Data Law (PPDL) 
(Law No. 6698 of 2016). The PPDL is a relatively 
comprehensive data protection law that is more 
reminiscent of the EU’s earlier Data Protection 
Directive than the GDPR.



Definitions
The PPDL defines “personal data” as “all 
the information relating to an identified or 
identifiable natural person.”

The law also defines “personal data of special 
nature,” including information about a person’s:

• Race
• Ethnic origin
• Political opinion
• Philosophical belief
• Religion, sect or other belief
• Clothing 
• Membership of associations, foundations or 

trade-unions
• Health
• Sex life
• Convictions and security measures
• Biometric and genetic data

The PPDL defines “explicit consent” as “freely 
given, specific and informed consent.”

Rights and Principles

The PPDL requires the following principles to 
apply to all processing of personal data:

• Lawfulness and “conformity with rules of 
bona fides”;

• Accuracy
• Purpose specification
• Data minimisation
• Storage limitation

The PPDL requires controllers to obtain consent 
before processing a data subject’s personal data. 
The PPDL provides a set of alternative lawful bases 
for processing where consent cannot be obtained:

• Where “clearly provided for” under law;
• Where necessary to protect someone’s life if it 

is not possible to obtain consent;
• To fulfil contractual obligations;
• To fulfil legal obligations;
• Where the data subject has made the 

information publicly available;
• To establish, exercise, or protect rights;
• Where necessary for the legitimate interests 

of the controller, provided these interests do 
not outweigh the rights of the data subject

The law provides data subjects with the following:

• The right to information;
• The right of rectification;

• The right of erasure;
• The right to object;
• The right to request compensation.

Information Security
The PPDL forbids transfers of personal data 
outside of Turkey except:

• Where the data subject has provided their 
explicit consent; or

• Where “sufficient protection” exists in the 
receiving country; or

• The parties to the transfer guarantee sufficient 
protection in writing.

The Personal Data Protection Board (PDPB) also 
provides a list of countries to which transfers of 
personal data may take place unimpeded.

Controllers must take technical and 
administrative measures to protect against the 
unlawful processing of, access to, or accidental 
loss or destruction of personal data.

Controllers must notify both the data subject and the 
PDPB of a data breach “within the shortest time.”

Application
The PPDL applies to: 

• Controllers: ”the natural or legal person who 
determines the purpose and means of processing 
personal data and is responsible for establishing 
and managing the data registry system.”

• Processors: “the natural or legal person who 
processes personal data on behalf of the 
controller upon his authorization” 

The law protects “data subjects”: “the natural 
person, whose personal data is processed.”

The law does not specify any extraterritorial 
application outside of Turkey, but are likely to apply 
to any business operating within Turkey’s borders.

Enforcement
The PPDL is enforced by the Personal Data 
Protection Board (PDPB). The PDPB can impose 
fines ranging from 5,000 TDL (approximately 600 
USD) to 1,000,000 (approximately 119,700 USD).

Sources
Akkaş, N., Data Protection in Turkey

Law on the Protection of Personal Data  

Or, O., Feyzioglu, B., Data Protection: Turkey 
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https://www.kvkk.gov.tr/SharedFolderServer/CMSFiles/aea97a33-089b-4e7d-85cb-694adb57bed3.pdf
https://www.kvkk.gov.tr/SharedFolderServer/CMSFiles/aea97a33-089b-4e7d-85cb-694adb57bed3.pdf
https://iclg.com/practice-areas/data-protection-laws-and-regulations/turkey


United Arab 
Emirates: 
Abu Dhabi Global Market

The UEA Abu Dhabi Global Market (ADGM) adopted:

• The Data Protection Regulations 2021 on 11 
February 2021.

These regulations supersede ADGM’s Data 
Protection Regulations 2015, which were 
substantially amended in 2018.



Definitions
The DPRs define “personal data” as “any 
information referring to an identified or 
identifiable natural person.”

The regulations define “sensitive personal data” 
as information about a person’s: 

• Race 
• Ethnicity 
• Political or philosophical views 
• Religious beliefs 
• Union affiliation 
• Criminal record 
• Health
• Sex life

Rights and Principles

The DPRs contain five principles of data processing. 
Under the DPRs, personal data must be:

• Processed lawfully, fairly, and transparently;
• Processed for specified, explicit, and 

legitimate purposes;
• Accurate and up-to-date;
• Stored for no longer than necessary;
• Kept secure.

The regulations also contain six lawful bases 
for processing:

• Consent
• Contract
• Legal obligation
• Vital interests
• Necessary for:
• A task carried out by a ADGM body in the 

interests of the DIFC;
• Exercise of a ADGM body’s powers and 

functions; or 
• The exercise of powers or functions vested by 

a ADGM body in a third-party
• Legitimate interests

Data subjects have six rights under the 
DPRs, including:

• The right to be informed
• The right of access
• The right to object
• The right to be forgotten
• The right to rectification
• The right to file a complaint

Information Security

The DPRs require that personal data is protected 
against “unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using 
appropriate technical or organisational measures.” 

The UAE federal government also provides 
guidance and resources on cybersecurity issues.

Personal data transferred outside of the ADGM 
may only take place subject to specific safeguards. 
These safeguards are similar to the derogations for 
specific situations set out at Art. 49 GDPR. 

The Office of Data Protection (ODP) maintains a 
list of “adequate” jurisdictions to which personal 
data can be transferred without safeguards. The 
list closely mirrors the list of countries in receipt of 
an EU adequacy decision, but also includes Dubai 
International Financial Centre (DIFC).

Application
The DPRs apply to “data controllers” and “data 
processors,” and protect “data subjects.”

The regulations apply to:

• Any business registered in the ADGM;
• Any business established in the ADGM (i.e., 

with some business presence in the ADGM)

As such, the DPRs do not apply extraterritorially. 

Enforcement
Data protection law in the ADGM is enforced by 
the Office of Data Protection (ODP).

Administrative fines of up to 28 million USD are 
available under the DPRs.

Sources
ADGM, ADGM enacts its new Data Protection 
Regulations 2021

Data Protection Law 2021

Office of Data Protection, Adequate Jurisdictions 

Office of Data Protection, Data Protection Guide

Office of Data Protection, FAQs

U.AE, Cyber safety and digital security
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https://www.adgm.com/media/announcements/adgm-enacts-its-new-data-protection-regulations-2021
https://www.adgm.com/media/announcements/adgm-enacts-its-new-data-protection-regulations-2021
https://adgmen.thomsonreuters.com/sites/default/files/net_file_store/ADGM1547_23167_VER2021.pdf
https://www.adgm.com/operating-in-adgm/office-of-data-protection/jurisdictions
https://www.adgm.com/documents/office-of-data-protection/guidance/data-protection-guidance-notespdf?la=en&hash=A1DCEA1E5A8A6D8C6B89CC9116148007
 https://www.adgm.com/faqs/data-protection-office
 https://u.ae/en/information-and-services/justice-safety-and-the-law/cyber-safety-and-digital-security
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